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SUBJECT: General Coonents on Amy Ground Fbreea Equipment 

Review Board Report 

TO: Coalman, A3ATC 



1* Adequate security for all types of coamunl cations 
Is one of the most Important problems to be solved In pro- 
viding an Integrated military coononl cat Ions system, there- 
fore ho development of all types of security equipment 
should be actively pursued* 

2* Bio development of speech security equipment la In 
Its early stages compared to the development of literal 
types of cryptographic systems* Therefore, work oust con- 
tinue under the highest priority both for the further de- 
velopment of known speech security principles and the in- 
vestigation of new principles and their application to the 
cocnuni cat Iona system* -Towcver, In view of the technolog- 
ical difficulties involved In the development of speech 
security equipment, it will be several yearn at least be- 
fore equipment suitable for very widespread use can be fur- 
nished; In any case, speech security equipment will not 
completely eliminate the need for literal test communica- 
tions* Therefore, it Is essential that considerable em- 
phasis should continue to be placed on $he development of 
Improved literal cipher systems for interim use* 

3* Although many methods have been suggested for the 
achievement of both speech and teletypewriter security. It 
Is believed that the developing agency should be restricted 
only by the requirement that transmission of the Intelli- 
gence be possible over the ccpcmml cations channels provided 
In an Integrated system* 



4* It mast be realised $hat wholesale distribution 
of equipments which onst be carefully safeguarded and the 
Amy-wide coordination of the key changes necessary for 
proper security makes the provision of security with qach 
item of cooanuni cation equipment an almost Impossible task* 
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5* A more reasonable goal would be the development 
of suitable voloe, teletypewriter, facsimile, and other 
security devices for use on selected circuits Where the 
need ie established and ?here adequate security discipline 
can be; enforced. 
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TOG38-7* (U Scomber 1M0) 

ft* Groater flexibility* simpler maintenance and grant# 
er security can bo aohleved without undue increase In bulk 
or might by not building all the components required for a 
seec If 10 plication into one unit* Therefore, aecurity da* 
▼loss should bo provided as attachments to* or as unitisad 
ecjaponorsts of corsrtunl Cation equipment as required* Theae 
security devices should bo thoroughly functionally integrated 
with the ooBBsml cation equipment with which they arc used 
and with the consunlcatlon system as a ?fcole* However* the 
question of built-in security versus attached security Should 
be determined by the operational requirements for each spa* 
clflc Item of equipment* 
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It* Colonel* Signal Oorpa 
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